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CURRENT TRENDS FRAUD TYPES (GLF REPORT 2020 AT GLANCE) iB/‘\S I S

IRSF and Wangiri are seeing the highest volumes: 73% and 63% respectively of carriers reporting
‘moderate’ or higher instances.

« At the financial impact of fraud cases, IRSF and PBX hacking with 50% and 42% respectively scoring as
‘very high’ or 'somewhat high'.

* The financial impact of Wangiri dropped from 19% to 9% of ‘very high’ between 2019 & 2020

* A new trend identified: artificially generated traffic moving from higher value to lower value
destinations

* |ofl, 5G, and edge computing have opened potential opportunities for new fraud types such as Virtual
machines/ emulators (49%), bots (26%), man-in-the-middle attacks, and DDOS hacks (13%)

« An additional use-case that emerged frequently in 2020 is A2P SMS fraud (Application to Person
Messaging Fraud)
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CURRENT TRENDS FRAUD TYPES AUDIENCE QUADRANT iB/‘\S I S
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FRAUD USES CASES TOP 6: THE PLAGUES OF VOICE

IBA\SIS

INTERNATIONAL REVENUE SHARE FRAUD
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ORIGIN BASED FRAUD (OBF)
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IBA\SIS

POLL Which types of fraud

impacted your organization
most during 20207
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QUICKPOLL

Which types of fraud impacted your organiza
most during 2020? e

Poll Results:

International Revenue Share Fraud (IRSF)

By pass Sim box
Origin Based Fraud Bypass (surcharge avoidance with OBB)

Wangiri / Missed calls campaigns
PBX Hacking
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echnologies ODCULEUS

empowering telcos

SIP Call Evaluation with the target to identify fraud

SIP based calls have two elements

1. Signaling

is used to manage the Calls and run all Information and
Commands

to setup and end Calls

2. RTP Stream
Handles the Calls

RTP Stream - Call Media
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Technologies

OCULEUS

empowering telcos

SIP Call Evaluation targeted towards Fraud Detection
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echnologies ODCULEUS

empowering telcos

Artificial Intelligence supervised, fully scalable
combined with Traditional Approaches

Intelligent definable Algorithms
+

Machine Learning Learning

Learning

’/—j Learning
Neuronal Networks

Fraudulent Good
Attempt/s Attempt/s
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OCULEUS

empowering telcos

Successful Protection requires full Integration as automated as possible
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POLL Do you think fraud issues
will Increase during 20217
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Do you]hlnk fraud issues will in
during 20217

Poll Results:

Yes
No
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REAL WORLD
EXPERIENCES
ORIGIN BASED
FRAUD CASE
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HOW TO USE A COLLABORATIVE INTEGRATED ARCHITECTURE iBASIS FRAUDLOCK iQ360"
TO TACKLE ORIGIN BASED FRAUD (OBF) \/
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HOW TO TACKLE OBF - REAL USE CASE iBASIS FRAUDLOCK iQ360"
g
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POLL Do you consider collaboration
between telco industry
members to be very important
to reduce fraud impacts?
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Do you conslder collabor
industry members to bo
fraud impacts?

Poll Results:

Yes
No
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Q&A DISCUSSION
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WRAP U P Conclusions

Key Takeaways
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